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(Actionable roupings) (Recommendations)
CP1.1: Expand resources for cybersecurity
CP1.2: Develop C-SCRM best practices to support
implementation of DoDI 5000.90
Internal CP1.3: Enhance the conduct of C-SCRM
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BREN SRR
Office Of Management and Budget | M-22-18 Enhancing the Security of the Software
Supply Chain through Secure Software Development

Practices
National Institute of Standards and | SP 800-218 Secure Software Development Framework
Technology (NIST) (SSDF)

CP1.4: Enhance the quality of Cyber Threat Intelligence
CP1.5: Expand cybersecurity information sharing

(DoD organizations)

National Institute of Standards and | Software Supply Chain Security Guidance
Technology (NIST)

CP1.6: Ensure the use of mature cybersecurity practices
CP1.7: Enhance cybersecurity of critical companies

National Telecommunications and | The Minimum Elements for a Software Bill of Materials
Information Administration (NTIA) | (SBOM)

Interagency CP2.1: Facilitate cyber threat sharing and coordination on
(Other agencies) defending mission critical cyber terrain
International CP3.1: Develop international cybersecurity approaches
(International allies)
Industry CP4.1: Enhance DIB cybersecurity information management
(Industry partners)
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DOD Supply Chain Materiel Management Policy establishes policy
and assigns responsibilities for management of materiel across the
DOD supply chain

DOD Supply Chain Materiel Management Procedures implements
policy, assigns responsibilities, and provides procedures for those
who work within or with the DOD supply system

DOD Counterfeit Prevention Policy establishes policy and assigns
responsibilities necessary to prevent the introduction of counterfeit
materiel at any level of the DOD supply chain

Cybersecurity for Acquisition Decision Authorities and Program
Managers establishes policy, assigns responsibilities, and
prescribes procedures for the management of cybersecurity risk by
program decision authorities and program managers in the DOD
acquisition processes

Protection of Mission Critical Functions to Achieve Trusted Systems
and Networks, known as TSN, establishes policy and procedures
for managing supply chain risk

CI Activities Supporting Research, Development, and Acquisition
establishes policy and assigns responsibilities for conducting and
reporting Counterintelligence Functional Services, or CIFS,
activities

DODI 4140.01

DODM 4140.01

DODI 4140.67

DODI 5000.90

DODI 5200.44

DODI 0-5240.24

V xc

Organizations)  MKEALIBEELRE CMMC
BESHRNES  RITEBEWHEEERR - 1
2020418 » DoD A#FY Cybersecurity Maturity
Model Certification (CMMC) 1.0 AR @ WFY20214F
1TTRAER 2.0 bR °

BEAERY > USG 1E2021FE5HH EO 14028
'REFAREBLZ2E (Improving the Nation’ s
Cybersecurity ) | AAHSH » ERIGAREMESHFESES
% (Enhancing Software Supply Chain Security )
FEhTtEsttEREELEENER - E3202345
B 2 BIfERES L FE s 2 2 A8 B AR ST B R Y E AR R AN TR
Do

USG ES A pYIB 2 P EZ M E A EimR
% O RERRFEER A ERRENLRE
A AREEEELESEN IR EREHKN2022
FEEET FY23 (2023 BHEEE) 9 NDAA

National Telecommunications and | Framing Software Component Transparency:
Information Administration (NTIA) | Establishing a Common Software Bill of Materials
(SBOM)

Department of Homeland Security, | Secure Software Development Attestation Form(Draft)
Cybersecurity and Infrastructure
Security Agency (CISA)
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Security Modernization Act) 24845 (EO)
R B& 74 : Chapter 1 Title 48 Code of Federal
Regulations (CFR) (7JRE} Federal Acquisition
Regulation, FAR) BY Clause 52.204-21 (578
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Laws EO13526

FISMA
EO 13556
FAR CUI Rule*

32 CFR Part 2002
DFARS 252.204-7012
DFARS 252.204-7019
DFARS 252.204-7020

CUI Notices:

v NIST SP800-171/2
v' NIST SP800-171A
DoDI 5200.48
CMMC*

' & E(*:FAR CUl Rule and CMMC are under Rulemaking
process)

FISMA
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Regulations

FAR Subpart 4.4
32 CFR Part 117

FAR 52
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2,
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Practices
DFARS DFARS
B FAR 52 252.204-7012/7019/7 | 252.204-7012/7019/702
020 0
AMERA YES YES YES
Self Assessment/ Self or 3 Party
CMMC &~ Gov.-led (Triennial
Affirmation (Annual) (Triennial) (el
DFARS SF&& e BasTe and{or Basle and/lor
Medium/High Medium/High
JSVAP FE NO YES YES
FedRAMP Moderate FedRAMP Moderate
EAHER NA ] ) . h
Baseline Equivalent Baseline Equivalent
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1. Supply Chain Risk Management Plan

2. Acquisition Strategies, Tools, and Methods

3. Supply Chain Controls and Processes

4. Component Disposal
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HRIF B E I L THomeland Security Acquisition
Regulation (HSAR ) Safeguarding of Controlled
Unclassified Information (HSAR Case 2015-001) |
EHME > HPMNEHEREFEEET NIST SP800-171
F2AEE CMMC 2.0

|| #xREftrEse T R ERIEFIME

FX EO 14028 FRHEEINRESHLIEHEE L EXK
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Executive Order 14028 £2 OMB M-22-18 XX » Ats
Y Secure Software Self-Attestation Common Form HY
HRERER » EXHFMAY NIST Secure Software
Development Framework (SSDF, NIST SP 800-218)
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Electronic Design ASML ¥
Automation (EDA) I “rse
Holding
and Core IP

Taiwan
Semiconductor
Manufacturing

Company (TSMC) is

ASML Holding in
The Netherlands is
the world's sole
provider of cutting-

edge extreme the world's sole
InsiderTheft ultraviolet (EUV) provider of cutting-
lithography edge 3nm chips,
equipment. and will likely
remain so until
2023.
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BAFESI3CfF © 2023441 » KB CISA f&[F NSA £
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BERNE LB IEEER "Shifting the Balance
of Cybersecurity Risk: Principles and Approaches
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SSDF E2 SBOM ; CISA ~ NSA E FBI JA20234418
WEDEMN ~ INEAR ~ 1 MARSENE LK
FEH[EZ 3R T Cybersecurity Best Practices for Smart
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for Security-by-Design and -Default |

NIST 800-207 Zero Trust Architecture
oMB M-22-09 Moving the U.S. Government Toward Zero Trust Cybersecurity
Principles
CISA Zero Trust Maturity Model
CISA Applying Zero Trust Principles to Enterprise Mobility
DoD Zero Trust Reference Architecture
DoD Zero Trust Strategy
DoD Zero Trust Capability Execution Roadmap (COA 1)
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